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WHAT IS CLAIMED IS: 



An authentication system used when stored 
inform)\tion is manipulated, comprising: 
JT/pOC a hd(St computer comprising: 



iput means for inputting a user's instruction; 
command output means for generating from the user's 
instruction an\instruction command which requests a 
predetermined processing to be executed and for outputting 
it; and 

communicatX'pn means for communicating with an 
external unit ; and 

a fingerprint idenVlf ication apparatus comprising; 

communication mi^ans for communicating with said 
host computer; 

processing control\means for executing a 
predetermined processing accoMing to the instruction 
command input from said host col^pputer by said communication 
means ; 

fingerprint detection me^s \for detecting a 
fingerprint and for generating fingerprint data; 

storage- information recordi\g n^eans for recording 
the fingerprint data and storage inf orflsiation related to the 
fingerprint data; and 

fingerprint identification mean^ for\ verifying 
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fihger^rint data detected by said fingerprint detection 
meares with the fingerprint data recorded by said storage- 



\ 



inf ormati>pn recording means 




authentication system according to Claim 1 , 
wherein sa^id storage -information recording means allows 
recorded stoAage information to be accessed only once 
immediately ai^^ter the fingerprint -identification result is 
affirmative . 



An authentication system according to Claim 1, 
wherein said sto:qage-,inf ormation recording means stores a 
private key generated by the public -key encryption method. 



An authen-bication vsystem according to Claim 1, 
wherein said fingerprint identification apparatus further 
comprises encryptioA processing means for generating an 
encryption key, for performing encryption by the use of the 
encryption key, and fior performing, decryption . 



An authentication system according to Claim 4, 
wherein said encryptio^ processing means^generates , a public 
key and a private key abcording to the public -key encryption 
method, and decrypts an \encrypted text by ^he use of the 
private key. 



# • 
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A fingerprint identification apparatus in an 
authentication system used when stored information is 




comprising : 



manipulated, 

communiclation means for communicating with a host 



computers- 



processing ac 
the host comp 



processi ig control means for executing a predetermined 



::ording to an instruction command input from 
ter^by said communication means; 



fingerprilnt detection means for detecting a fingerprint 

\ 

and for generajting fingerprint data; 

storage- irkformation^ recording means for recording the 
fingerprint data and storage information related to the 



fingerprint datla; and 



\ 



\ 



\ 



fingerprint identification means for verifying 
1 \ 
1 \ 
fingerprint dat^ detected by skid fingerprint detection 

means with the fingerprint data^recorded by said storage - 



\ 



information recqrding means . 



7» A fingerprint identification apparatus according to 

i \ 

Claim 6, wherein Isaid storage-information recording means 

allows recorded storage information to lOB accessed only once 

I \ 
immediately afterj the fingerprint -identification result is 



affirmative . 
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8. A fingerprint identification apparatus according to 
laim\ 6 , wherein said fingerprint identification apparatus 
furthers. comprisBs encryption processing means for generating 
an encryption kiy, for performing encryption by the use of 




the encryption 



ey, and for performing decryption 



An authentication method used when stored 

\ 

information is manipulated, comprising the steps of: 

a host computer informing a user of a fingerprint - 
identification request according to a user's instruction and 
issuing a finger print^ldentification instruction command to 



a fingerprint identification apparatus; 



f ingerpr int af t ei ' 



the fingerpiint identification apparatus reading a 



the user places a finger on the 



fingerprint identjif ication apparatus, verifying the read 
fingerprint with k stored fingerprint, and sending a 
fingerprint-identification result\to the host computer; 

the host comjuter allowing theXuser to specify the next 



instruction when 
instruction commar 
and 

the f ingerpr i 



the result is affirmative, and issuing the 



\ 

d corresponding to the next instruction; 



t identification apparatus accessing 
storage informatioh according to the instruction command and 
executing a predetermined processing. 
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10. An kbthentication method according to Claim 9, 
wherein, in the step of the fingerprint identification 



ppararus accesl 



ing the storage information according to the 



instruction comnand and executing a predetermined processing, 
the storage information is allowed to be accessed only once 
immediatelyXaf t^r the fingerprint -identification result is 
affirmative . 



1 1 . An aut 
wherein the stor^' 
generated by the 

in the step 
accessing the s 
instruction command 
a predetermined 
the private key 



entication method according to Claim 9, 
li^e information includes a private key 
public-key encryption method, and 
of Ts\i& fingerprint identification apparatus 
nformation according to the 



torage 



5 ^1 



and executing a predetermined processing, 
Encrypted xext is decrypted by the use of 



12. An 
wherein the s 
generated by the 

in the step 
accessing the s 
instruction command 
a public key and 
key encryption 



authentication method according to Claim 9, 



torage information includes a private key 



public-key encryption method, and 



of the fingerprint identification apparatus 



tc^rage 



\ 



\ 



information according to the 
and executing a predetermined processing, 
a private key are generated by the public - 
and the private key is stored. 



method 
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perf ormedXaccc rding to the command; 




uthentication method used when stored 
manipulated, comprising the steps of: 
fingerprint -identification instruction 

the result of the fingerprint identification 



the user to specify the next instruction when 
t identification result is affirmative; and 
issuing tli^ instruction command of the next instruction 
ge information corresponding to the 
instruction coftunandVto be accessed. 



14. An ax; thentica-bion method according to Claim 13, 
wherein the storage information corresponding to the 
instruction conmand is alloVed to be accessed only once 
immediately afljer the f ingerpl;;int identification result is 
affirmative . 




thentication method according to Claim 13, 



tc rage 



information includes a private key 



1 5 . An au 
wherein the s 

generated by ttije public-key encryption \nethod, and 

the storag 
predetermined 
private key. 



information is accessed Vhen a 
ehcrypted text is decrypted by the use of the 



28 - 




An au' 
wherein the s 



toi age 



generated by the 
the storage 
and a private 
method and the 



hentication method according to Claim 13, 
information includes a private key 
public -key encryption method, and 
information is accessed, when a public key 
are generatedby the public-key encryption 
ptivate key is stored. 



key 



M 



